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4.2 Getting Started: Preparing for the Firmware Download

1. First, identify the MCED-100’s assigned Management IP address, and the firmware number,
revision letter, and revision number.

User-supplied items needed:

e A Microsoft Windows-based PC, equipped with available serial and Ethernet ports; a
compatible Web browser (e.g., Internet Explorer); and a terminal emulator program
(e.g., Tera Term or HyperTerminal).

e A 9-pin serial cable to connect the PC to the MCED-100.

A. Connect the 9-pin serial cable from the MCED-100 ‘CONSOLE’ port to a serial port on the
user PC.
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B. On the PC: Open the terminal emulator program.

Refer to your terminal emulator program’s HELP feature or user guide for operating
and configuration instructions.

Configure the utility program serial port communication and terminal display operation as

follows:
¢ 38400 bps (Baud Rate) ¢ 8 Data Bits e 1 Stop Bit
e Parity=NO e Port Flow Control = NONE e Display New line Rx/Tx: CR

e Local Echo = ON

C. Onthe MCED-100: Turn on the power.
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D. On the PC: Review and record the information displayed on the MCED-100 Command Line
Interface (CLI):

e Management IP Address (factory default is 192.168.1.4/24)
e Firmware Number (FW-0000418) and Release Version (e.g., 1.1.1)

=101 x|
File Edit Setup Control Window Help
EE s 2SS TS S S S S SSESSS ST ST S EES S S S SRS E S TS T T zl

*% COMTECH EF DATA MCED-1080 SERIAL INTERFACE %
I I I I IE I IE I W I I I I I IEH I I I I I I I I I I I I I I I W H NN
Management IP = 192.168.1.4/24 Status = Up
Firmware = FW-0000418 1.1.1 Slot2

Please type "help’ or ’7?’ for the complete list of supported commands.
Please configure your serial terminal to ’echo’ if you can not see the
characters typed.

MCED>H -
| o

information and instructions on using the MCED-100 Serial Command Line

Q See Chapter 5. SERIAL-BASED REMOTE PRODUCT MANAGEMENT for
Interface.

E. Alternately, use the MCED-100 Web Server Interface to obtain the firmare information.

e CONNECT THE MCED-100 ‘ETHERNET MANAGEMENT’ PORT TO AN ETHERNET PORT
ON THE USER PC USING A HUB, A SWITCH, OR A DIRECT ETHERNET CABLE
CONNECTION:

ETHERNET
MANAGEMENT

=)

e ON THE USER PC: USE A WEB BROWSER (e.g., INTERNET EXPLORER) TO OPEN THE
MCED-100 WEB SERVER INTERFACE’S ‘ADMIN | FIRMWARE’ PAGE, AND THEN VIEW
THE SLOT1 AND SLOT2 FIRMWARE LOADS:

Version | Date | size |

1 No FW-0000418 1.1.1 8/12/11 2229210
2 Yes FwW-0000418 1.1.2 8/12/11 2229210

Firmware Information

information and instructions on using the MCED-100 Web Server

Q See Chapter 6. ETHERNET-BASED REMOTE PRODUCT MANAGEMENT for
Interface.

4-3



Revision 0

MCED-100 Meta-Carrier Embedding Device
MN-MCED100

Updating Firmware

2. Next, create a temporary folder (subdirectory) on the user PC for the firmware archive
download.

Drive letter c: is used in these examples. Any valid, writable drive letter can

[ )
@ be used
o Typical for all tasks: Type the command without quotes, and then press
Enter to execute.

There are several ways the user may use create a temporary folder on a Windows-based PC:
A. Use the Windows Desktop to create and rename the temporary folder.

e Right-click anywhere on the desktop to open the popup submenu, and then select
New > Folder to create the temporary folder. The new folder will be created on the

desktop.

e Right-click on the new folder and then select “Rename” from the popup submenu.
Rename this folder to "temp" or some other convenient, unused name.

(Tl u-i-mmﬁ Miffima Wt Dl st
Create Shortcut

Delete

B. Use Windows Explorer to create and rename the temporary folder.

e Select File > New > Folder to create the temporary folder. The new folder will be
created in the active folder.

e Right-click the “New Folder” folder name, and then rename this folder to "temp" or
some other convenient, unused name.

| -0\ - O\
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| — Qi - F sown [ Qpc D § e
| nale Shy @ Shodcut Addess [ £\ Address [ C\
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e a Brefcare 3 tpocledag
Syl 4 Hide the contents of this Hldslhgwlgnlxdlha 4 oo
(3] Wave Sound ) Hee _] W \'_'l j:ﬁ
Close =) Mictosolt Difice \Worc B s P nmmm..« DOWS

C. Use the “Run” and “Browse” windows to create and rename the temporary folder.

e Select [Start] on the Windows taskbar, and then click the “Run...” icon. The “Run”
window will open.
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e Click [Browse] in the “Run” window. The “Browse” window will open.

e Click the “Create New Folder” icon in the “Browse” window. The new folder will be
created.

e Right-click the “New Folder” folder name, and then rename this folder to “temp” or
some other convenient, unused name.

s Mol ALyt O
A= i
. - Typ tha nama of & Foder, daocumare, or
A Programs ¥ - Al rﬁm.m.ﬁmmmnum.
: Pl oo 0t LI\ ose | P
[Foel, 0 & Sag ey
cone ] s |

D. Use Windows Command-line to create the temporary folder.

”

e First, click [Start] on the Windows taskbar, and then click the “Run...” icon (or,
depending on Windows OS versions prior to Windows 95, click the “MS-DOS Prompt”
icon from the Main Menu).

e Next, open a Command-line window...
0 For Windows 95 or Windows 98 — Type “command”.

0 For any Windows OS versions later than Windows 98 — Type “cmd” or “command”.
— T R, —

Type the name of & program, folder, document, or
] incomet risourcs, end Winidows il open  fo you.

Open: [and
: o] o |

All Programs  »

[#stal;( &

0 Alternately, from [Start], select All Programs > Accessories > Command Prompt.

’

O Finally, from the Command-line prompt (c:\>), type “mkdir temp” or “md temp”
(mkdir and md stand for make directory), and then click [OK].
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£ Intemet Explorer
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There should now be a "temp" folder created and available for placement of the firmware file
download.
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4.3 Downloading and Extracting the Firmware Update

1. First, download the firmware update file from Comtech EF Data’s Web site:

A.

B.

Go online to www.comtechefdata.com.

On the Main page — select the Support tab and then the Software Downloads
hyperlink — or — under Support Information, click Software Downloads.

On the Software Downloads page — click Download Flash and Software Update Files.

On the Flash Updates Index page — select the (Select a Product Line) Meta-Carrier
Products hyperlink.

On the Meta-Carrier Products page — select the MCED-100 product hyperlink;

Select the appropriate firmware EXE or ZIP download hyperlink.

O

About File Archive Formats: Comtech EF Data provides its downloadable
files in two compressed archive formats: *.exe (self-extracting) and *.zip
(compressed).

The *.exe file does not require a file archiver and compression utility
program such as PKZIP for Windows, WinZip, ZipCentral, etc. (PKZIP for
DOS is not supported due to file naming conventions). Comtech EF Data
does not provide this utility program.

Some firewalls do not allow the download of *.exe files. Download the
* zip file instead, and extract the firmware files from the archive
download with a user-supplied utility program. For detailed information
on handling archived files, refer to the utility program’s Help
documentation.

About Firmware Numbers, File Versions, and Formats: Comtech EF
Data’s Web site catalogues its firmware update files by product type
(e.g., router, modem, etc.), the specific model, and optional hardware
configurations.

The MCED-100 firmware download hyperlink appears as
FO000418X_V#i##, where ‘X' denotes the revision letter, and ‘###
represents the firmware version (e.g., V111 = Version 1.1.1).

G. Download the archive file to the temporary folder.

e Once the EXE or ZIP hyperlink is selected the “File Download” window opens and
prompts selection of [Open] or [Save]:
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0 Click [Open] to turn over file extraction to the user-supplied utility program. Be
sure to extract the firmware files to the “temp” folder created earlier.

0 Click [Save] to open the “Save As” window. Be sure to select and [Save] the
archive *.exe or *.zip file to the “temp” folder created earlier.

0 Otherwise, click [Cancel] to quit and exit the file download process.

e = —— R =11 x)
Do o wart tu wpen or v fhis a7 —— S
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e s . il T
o s st 8 s o ok o e, 0 1 v i s PR —a | (]
o e e Bl T P e e —?"-.ﬂ,h-' ] Lo

2. Next, extract the firmware files from the archive file.

e (If not already done with File Download > [Open]) Extract the firmware files from the
downloaded *.exe or *.zip archive file with the user-supplied utility program:

0 Double-click on the archive file name, and then follow the prompts provided by the
user-supplied utility program. Extract, at a minimum, two files:

= FWO0000418x_MCED100.tar — the Firmware Bulk image file (X’ denotes the
revision letter), and

= MCED-100ReleaseNotes_v#-#-#.pdf — the Firmware Release Notes PDF file (‘#-
#-# denotes the firmware version number).

3. Confirm availability of the firmware files in the temporary folder.

There are several ways the user may view the contents of the temporary folder on a Windows-
based PC:

A. From the Windows Desktop:
e Double-left-click the “temp” folder saved to the Windows Desktop.
e Use Windows Explorer to locate, and then double-left-click the “temp” folder.

e Use the Browse Window ([Start] > ...Run > [Browse]) to locate, and then double-
click the “c:/temp” folder.\

B. Using Command-line:

e Type “cd c:\temp” at the Command-line prompt to change to the temporary
directory created earlier using Command-line.
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o Type “dir’ to list the files extracted to the temporary directory from the
downloaded archive file.

The firmware files have been successfully downloaded and are now available for transfer to
the MCED-100.

4.4 Performing the Ethernet FTP Upload Procedure

@ To proceed with the firmware update procedure, assumptions are made that:
e The MCED-100 is connected to a user-supplied, Windows-based PC, and:
0 The PC’s serial port is connected to the MCED-100 ‘CONSOLE’ port.

O The PC’s Ethernet port is connected to the MCED-100 ‘ETHERNET
MANAGEMENT’ 10/100 BaseT Ethernet port with a user-supplied hub,
switch, or direct Ethernet cable connection.

0 The PC is running a terminal emulation program (for operation of the
MCED-100 Serial Command Line Interface) and a compatible Web
browser (for operation of the MCED-100 Web Server Interface).

e The MCED-100’s Management IP address has been recorded using the MCED-
100 Serial Command Line Interface (CLI), and the firmware has been
identified using either the CLI or the MCED-100 Web Server Interface ‘ADMIN
| FIRMWARE’ page.

e The latest firmware files have been downloaded or otherwise received from
Comtech EF Data and are available on the user PC in an accessible temporary
folder.

1. Use Command-Line to send a “PING” command to confirm proper connection and
communication between the user PC and the MCED-100:

o If the Management IP Address of the unit is still not known, type “info” at the CLI
MCED-100> command prompt and record the displayed information. Alternately, use
Serial Remote Control or the Web Server Interface:

0 Serial Remote Control — Type the “<0/IPA?” remote query (without quotes) at the
CLI MCED-100> command prompt. The unit returns the configured Management IP
Address:

>0000/1PA=192.168.1.4/24 (default)

O Web Server Interface — View the ‘Configuration | Interface’ page:
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Comtech EF Data MCED-100 :: Management Interface

UNIT STATUS CARRIER DETECT = w
STORED EVENT CARRIERID *
MCED-108
TEST MODE

I T ooerovon N D
Interface

Management Interface
< nn aNAC R Eldrane w 606 B0k G b By

:IU Address/Subnet: [182 1881424 :
TEEmEEGEmAA e (RARRE AR AR
Submit I

e Once the Management IP address is known — use Command-line to PING: Type “ping
XXX XXX.XXX.XXX” at the Command-line prompt (where ‘xxx.xxx.xxx.xxx’ is the unit
Management IP Address).

The response should confirm whether or not the unit is properly connected and
communicating.

2. Use Command-line to transfer (FTP) the files from the user pc to the MCED-100:

e Type "put FW-0000418x_MCED100.tar" (where ‘x’ denotes the revision letter) at the
Command-line prompt, without quotes, to begin the file transfer. The process
sequences through several blocks — this may take several minutes for the transfer to
occur. Once the upgrade file is received, the image is written to Flash memory and the
unit transmits the message “UPLOAD COMPLETE.”

e Type "bye" to terminate the FTP session, and then close the Command-line window.

3. Use the CLI or the Web Server Interface ‘ADMIN | FIRMWARE’ page to verify that the PC-
to-Router FTP file transfer was successful.

4. Use the MCED-100 Web Server Interface to select the firmware and reboot the unit:
A. Select the desired Boot Slot (Image):
e Go to the Web Server Interface ‘ADMIN | FIRMWARE’ page.

e Use the ‘Boot From:’ drop-down menu to  Firmware Configuration
Bootrom Version:1.1.1

select Latest, Slot 1, or Slot 2 (in the Boot From: [§o11 ]
Firmware Configuration section). _ submit |

By default, the unit will boot from the Slot that stores the firmware version having
the latest date (Boot From: Latest). ‘Boot From:’ may also be set to force the unit to
boot up using either firmware image loaded in Slot 1 or Slot 2.
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o  Click [Submit] to save the setting.
B. Reboot the MCED-100:

e Go to either the Web Server Interface ‘ADMIN | FIRMWARE’ page or the ‘UTILITY |
REBOOT page.

e C(Click [Reboot] (in the System Reboot
System Reboot
section) and [OK] when prompted, and Reboot
then wait while the MCED-100 reboots.

The MCED-100 is now operating with its latest firmware. The firmware update process is now
complete.
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Chapter 5. SERIAL-BASED REMOTE PRODUCT
MANAGEMENT

5.1 Introduction

1. To proceed with the MCED-100 Meta-Carrier Embedding Device’s Serial-based Remote Product Management,
@ assumptions are made that:

e The MCED-100 is operating with the latest version firmware files.

e The MCED-100 is connected to a user-supplied, Windows-based PC, and:

0 The PC’s serial port is connected to the MCED-100’s serial ‘CONSOLE’ port with a user-supplied serial cable.

0 The PC’s Ethernet port is connected to the MCED-100’s ‘ETHERNET MANAGEMENT’ RJ-45 10/100 BaseT Fast
Ethernet port with a user-supplied hub, switch, or direct Ethernet cable connection.

0 The PC is running a terminal emulation program (for operation of the MCED-100 Serial Command Line
Interface) and a compatible Web browser (for operation of the MCED-100 Web Server Interface).

e The MCED-100’s Management IP Address has been noted using the MCED-100 Serial Command Line Interface (CLI).

Note that, while use of the serial port connection/CLI is required only for initial configuration of the ‘ETHERNET
MANAGEMENT port, it is also useful for firmware updating operations.
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2.
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File Edit Setup Control ‘Window Help
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*x COMTECH EF DATA MCED-100 SERIAL INTERFACE
6 633636 36 36 36 3 6 33236 2636 63 3636 3636 36 I 36 36 3636 36336 I6 330336 I3 I WK
Management IP 192.168.1.4/24 Status = Up
Firmuare Fu-0000418 1.1.1 Slot2

Please type "help’ or '?’ for the complete list of supported commands.
Please configure your serial terminal to ’echo’ if you can not see the
characters typed.

HCED>N v
|| I b 2

Figure 5-1. MCED-100 Serial Interface Example

Revision 0
MN-MCED100

USE OF THE SERIAL-BASED REMOTE PRODUCT MANAGEMENT INTERFACE IS RECOMMENDED ONLY FOR ADVANCED
USERS. ALL OTHER USERS ARE STRONGLY ENCOURAGED TO USE THE MCED-100 WEB SERVER INTERFACE FOR MONITOR
AND CONTROL (M&C) OF THE MCED-100.

MCED-100 Serial Remote Product Management is available through the EIA-232 operational interface, where the ‘Controller’ device (the
user PC or an ASCIl dumb terminal) is connected directly to the ‘Target’ device (the MCED-100 Remote Router, via its DB-9M ‘CONSOLE’
port). This connection makes possible serial remote monitor and control (M&C) of the MCED-100 through its Serial Command Line

Interface (CLI).

Through this EIA-232 connection (for the control of a single device), data is transmitted in asynchronous serial form, using ASCII characters.
Control and status information is transmitted in packets of variable length in accordance with the structure and protocol defined later in

this chapter.

Access to the CLI is accomplished with a user-supplied terminal emulator program such as Tera Term or HyperTerminal. Use this utility
program to first configure serial port communication and terminal display operation:

e 38400 bps (Baud Rate) e 8 Data Bits e 1 Stop Bit .
e Port Flow Control = NONE e Display New line Rx/Tx: CR e Local Echo=0ON

Parity = NO

5-2



MCED-100 Meta-Carrier Embedding Device Revision 0
Serial-based Remote Product Management MN-MCED100

When the user-supplied terminal emulator program is configured correctly, upon power-up of the MCED-100, the CLI Info Screen
appears, followed by the CLI command prompt MCED-100>. From here, type “help[cr]” or “?[cr]” (without the quotes) to display the
MCED-100’s available commands and queries, and to review instructions for using the interface.

5.2 Remote Commands and Queries Overview

521 Basic Protocol

In an EIA-232 configuration, the Controller device is connected directly to the Target device via a two wire-plus-ground connection. All data
is transmitted in framed packets as asynchronous serial characters, suitable for transmission and reception to the Controller using a
universal asynchronous receiver/transmitter (UART). Controller-to-Target data is carried via EIA-232 electrical levels on one conductor, and
Target-to-Controller data is carried in the other direction on the other conductor:

e Controller-to-Target: The Controller device (e.g., the user PC/CLI) is used to transmit instructions (commands) to — or to request
information from (queries) — the Target device (i.e., the MCED-100).

e Target-to-Controller: The Target, in return, only transmits response information to the Controller when specifically directed by
the Controller.

For Serial Remote Control, all issued commands (Controller-to-Target) require a response (Target-to-Controller). This response is either
to return data that has been queried by the Controller, or to confirm the Target’s receipt of a command to change the Target’s
configuration.

5-3



MCED-100 Meta-Carrier Embedding Device
Serial-based Remote Product Management

5.2.2

Packet Structure

The exchange of information is transmitted, Controller-to-Target and Target-to-Controller, in ‘packets’. Each packet contains a finite

number of bytes consisting of printable ASCII characters, excluding ASCIl code 127 (DELETE).

In this context, the Carriage Return and Line Feed characters are considered printable. With one exception, all messages from Controller-
to-Target require a response — this will be either to return data that has been requested by the Controller, or to acknowledge reception of an

instruction to change the configuration of the Target.

Revision 0
MN-MCED100

Controller-to-Target (Issued Command or Query)

Start of Packet Target Address Address Delimiter Instruction Code Code Qualifier Optional Arguments End of Packet

< 0000 (default) / =or? Carriage Return

ASCII code 60 ASCII code 47 ASCII codes 61 or 63 ASCII code 13
(1 character) (4 characters) (1 character) (3 characters) (1 character) (n characters) (1 character)

Packet Example:

<0000/1PA=010.006.030.001/24 [cr]

Target-to-Controller (Response to Command or Query)

Start of Packet Target Address Address Delimiter Instruction Code Code Qualifier Optional Arguments End of Packet

> 0000 (default) / =or? Carriage Return

ASCII code 62 ASCII code 47 ASCII codes 61 or 63 ASClII code 13
(1 character) (4 characters) (1 character) (3 characters) (1 character) (n characters) (1 character)

Packet Example:

>0000/IPA=010.006.030.001/24 [cr][If]

Detailed description of the packet components follow.
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5.2.2.1 Start of Packet

Controller-to-Target: This is the character ‘<’ (ASCIl code 60).
Target-to-Controller: This is the character ‘>’ (ASCIl code 62).

The ‘<’ and ‘>’ characters indicate the start of packet. They may not appear anywhere else within the body of the message.

5.2.2.2 Target Address

In EIA-232 applications, this value is set to 0000.

The Target Address designates the packet destination. The Controller does not have its own address. After the
Controller sends a packet with the designated Target Address, the Target responds to the Controller, using this
same address, to indicate the source of the packet.

5.2.2.3 Address Delimiter

This is the “forward slash” character '/ ' (ASCIl code 47).

5.2.2.4 Instruction Code

This is a three-character alphabetic sequence that identifies the message subject.

Wherever possible, the instruction codes have been chosen to have some significance — e.g., IPA for Management IP Address, IPG for IP
Gateway Address, etc. This aids in the readability of the message, should it be displayed in its raw ASCII form.

Only upper case alphabetic characters may be used (‘A’ to ‘Z’, ASCII codes 65 - 90).
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5.2.2.5 Instruction Code Qualifier

This is a single character that further qualifies the preceding instruction code. Code Qualifiers obey the following rules:

From Controller-to-Target, the only permitted characters are:

Character

(ASCII code 61)

?

(ASCII code 63)

Definition

This character is used as the Assignment Operator (AO). It establishes that the Instruction Code that precedes it is to
be used as a command to assign or configure operation. The instruction set that follows serves to assign the Target's
new parameter setting or operational value.

Example: In a message from Controller-to-Target, IPA=aaa.bbb.ccc.ddd/yy means “set the IP Address and network
prefix for the Management | FE port to aaa.bbb.ccc.dddlyy”

This character is used as the Query Operator (QO). It establishes that the Instruction Code that precedes it is to be used
as a query that returns the Target's current configured parameter setting or operational value.

Example: From Controller-to-Target, IPA? means “what’s the current Management | FE port's IP Address and network
prefix?”

From Target-to-Controller, the only permitted characters are:

Character

(ASCII code 61)

?

(ASCII code 63)

Definition
This character is used in two ways:

a. Ifthe Controller sends a query to the Target — for example, IPG? (meaning “what's the Management | FE port’s current
IP Gateway Address?”) — the Target responds with IPG= aaa.bbb.ccc.ddd, the value for that queried parameter.

h. If the Controller sends an instruction to set a parameter to a particular value, and the value sent is valid, the Target
acknowledges the message and responds with IPG= (with no message arguments).

If the Controller sends an instruction to set a parameter to a particular value, and the value sent is not valid, the Target then
acknowledges the message and responds with, for example, SRC? (with no message arguments). This indicates that there
was an error in the message sent by the Controller.
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Character Definition
! If the Controller sends an instruction code that the Target does not recognize, the Target responds by echoing the invalid
(ASCII code 33) instruction, followed by !
Example: SRC!
* If the Controller sends the command to set a parameter to a particular value, and the value sent is valid BUT the router will
(ASCII code 42) not permit that particular parameter to be changed at present, the Target acknowledges the message and responds with,
for example, IPG* (with message arguments).
# If the Controller sends a correctly formatted command, BUT the unit is not in Remote Mode, it does not allow
(ASCII code 35) reconfiguration and responds, for example, with IPG#.

5.2.2.6 Optional Message Arguments

Arguments are not required for all messages. Arguments are ASCII codes for the characters ‘0’ to ‘9’ (ASCll codes 48 to 57), period .’
(ASCII code 46), and comma ‘,’ (ASCIl code 44).

5.2.2.7 End of Packet

Controller-to-Target: This is the ‘Carriage Return’ ([CR]) character (ASCII code 13).

Target-to-Controller: This is the two-character sequence ‘Carriage Return’, ‘Line Feed’ ([cr][If]) (ASCII codes 13 and 10). Both indicate
the valid termination of a packet.

5-7



MCED-100 Meta-Carrier Embedding Device Revision 0
Serial-based Remote Product Management MN-MCED100

5.3

Remote Commands and Queries

The Serial Command Line interface (CLI) (the Controller), shown previously in Figure 5-1, is used to issue remote commands and queries
to the MCDD-100 (the Target). From the CLI command prompt MCDD-100> type in the command or query packet, using the format
explained previously, for transmission to the MCDD-100.

For example: MCDD-100><0000/1PA=010.006.030.001/24 [cr]

The table that follows provides a ‘quick reference’ to the Instruction Codes available at present for M&C of the MCDD-100. The ‘C’ and
‘Q’ columns, when marked with an ‘X’, denote whether that Instruction Code is Command Only, Query Only, or Command and Query.

INSTRUCTION CODE | USED TO... C Q | Page
DPW Resets the admin username/password to the factory defaults X 5-9
IPA Set or query the IP Address and network prefix for the Management | FE port X 5-9
IPG Set or query the IP Gateway Address for the Management | FE port X 5-9

These Instruction Codes are explained in complete detail in the tables that follow. Note that the Target-to-Controller Instruction Code
Qualifiers, described earlier, that appear in the “Response to Command” column carry the following meanings:

Message OK.

Received OK, but invalid arguments were found.
Message OK, but not permitted in current mode.
Message OK, but unit is not in Remote mode.
Invalid instruction.

* 0

— 2
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Command Query
Pa[rameter (Instruction ] Description of Arguments REEIED (Instruction & Response to Query
i & Qualifiry | Arguments o Qualifier)
Reset Password | DPW= None Command only. DPW= N/A N/A
Resets the username/password to the factory defaults, where:
Username = “comtech”
Password = “comtech”
Note: This command takes no arguments.
Example: DPW=
Management IP | IPA= 18 bytes numerical | Command or Query. IPA= IPA? IPA=XXX. XXX XXX XXX/YY
Address Sets the IP Address and network prefix for the 10/100 BaseT Ethernet IPA? (see Description of
Management | FE port, in the form aaa.bbb.ccc.dddlyy, where: IPA* Arguments)
(Permitted ranges — cannot all be zero) IPA#
aaa = 0-223
bbb = 0-255
ccc = 0-255
ddd = 0-255
yy = network prefix (range: 8 to 31)
Example: IPA=010.006.030.001/24
Gateway IP IPG= 15 bytes numerical | Command or Query. IPG= IPG? IPG=XXX.XXX.XXX.XXX (See
Address Sets the IP Gateway Address for the 10/100 BaseT Ethernet Management | FE IPG? Description of Arguments)
port, in the form aaa.bbb.ccc.ddd, where: IPG*
(Permitted ranges — cannot all be zero) IPG#

aaa = 0-223
bbb = 0-255
cce = 0-255
ddd = 0-255
Example: IPG=010.006.030.002
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Chapter 6. ETHERNET-BASED
REMOTE PRODUCT
MANAGEMENT

6.1

Introduction

Ethernet-based Remote Product Management is available through the MCED-100 Meta-Carrier
Embedding Device’s ‘ETHERNET MANAGEMENT’ RJ-45 10/100 BaseT Fast Ethernet port.

® NOTE THE FOLLOWING:

1. TO PROCEED WITH ETHERNET-BASED REMOTE PRODUCT MANAGEMENT (SNMP OR WEB
SERVER), ASSUMPTIONS ARE MADE THAT:

e The MCED-100 is operating with the latest version firmware files.
e The MCED-100 is connected to a user-supplied, Windows-based PC, and:

O The PC’s serial port is connected to the MCED-100 serial ‘CONSOLE’ port with a
user-supplied serial cable.

0 The PC’s Ethernet port is connected to the MCED-100 ‘ETHERNET MANAGEMENT’
RJ-45 10/100 BaseT Fast Ethernet port with a user-supplied hub, switch, or direct
Ethernet cable connection.

O The user PC is running a terminal emulation program (for operation of the
MCED-100’s Serial Command Line Interface) and a compatible Web browser (for
operation of the MCED-100 Web Server Interface).

e The MCED-100’s Management IP Address has been noted using the MCED-100 Serial
Command Line Interface (CLI).

Note that, while use of the serial port connection/CLI is required only for initial
configuration of the ‘ETHERNET MANAGEMENT’ port, it is also useful for firmware
updating operations.

6-1



MCED-100 Meta-Carrier Embedding Device Revision 0
Ethernet-based Remote Product Management MN-MCED100

2. USE OF THE ETHERNET-BASED SNMP INTERFACE IS RECOMMENDED ONLY FOR ADVANCED
USERS. ALL OTHER USERS ARE STRONGLY ENCOURAGED TO USE THE MCED-100 WEB
SERVER INTERFACE FOR MONITOR AND CONTROL (M&C) OF THE MCED-100.

6.2 Ethernet Management Interface Protocols

The user PC facilitates access to Ethernet-based remote monitor and control (M&C) of the
MCED-100 through two separately-operated protocols:

o Simple Network Management Protocol (SNMP). This requires a user-supplied Network
Management System (NMS) and a user-supplied Management Information Base (MIB) File
Browser.

e The MCED-100 Web Server (HTTP) Interface. This requires a compatible user-supplied Web
browser such as Internet Explorer.

6.2.1 Ethernet Management Interface Access

Access to the MCED-100 Ethernet g S fal
Management Interface requires the  fle Edt Setw Conliol Window Help
user to specify the unit’s  [** COMTECH EF DATA MCED-100 SERIAL INTERFACE
Management IP Address. This address  [tanagenent 1P - 192.168.1.4/24 Status & Up
) Firnuare = FU-0000418 1.1.1  Slot2

may be obtained from the MCED-100

. Please type ’help’ or '?’' for the complete list of supported commands.
Serlal Interface, upon pOWer—up Of [Please configure your serial terminal to ‘echo’ if you can not see the

characters typed.

the unit, via use of a terminal Jj
MCED>H v

emulator connected to the 9-pin LU
serial ‘CONSOLE’ port.

As shown, a number of operational parameters (including the unit’s factory-default IP
addresses) are displayed. The default (factory-assigned) IP addresses are provided in the table
that follows (if otherwise assigned, the user may use the last column to write down the IP
Addresses for future reference):

Description Query Default Address User-assigned Address

Management IP Address IPA? 192.168.1.4/24

IP Gateway Address IPG? 192.168.1.1

See Chapter 5. SERIAL-BASED REMOTE PRODUCT MANAGEMENT for information and
instructions on using the MCDD-100 Serial Command Line Interface.
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6.3

6.3.1

6.3.2

SNMP Interface

The Simple Network Management Protocol (SNMP) is an Internet-standard protocol for
managing devices on IP networks. An SNMP-managed network consists of three key

components:

e The managed device — this includes the MCED-100 Meta-Carrier Embedding Device.

e The SNMP Agent — the software (i.e., MIB file) that runs on the MCED-100. The MCED-
100 SNMP Agent supports both SNMPv1 and SNMPv2c.

e The user-supplied Network Management System (NMS) — the software that runs on the

manager.

Management Information Base (MIB) Files

MIB files are used for SNMP remote management of a unique device. A MIB file consists of a
tree of nodes called Object Identifiers (OIDs). Each OID provides remote management of a
particular function. These MIB files should be compiled in a user-supplied MIB Browser or SNMP
Network Monitoring System server. The following MIB files are associated with the MCED-100:

MIB File/Name
(where X' is revision letter)

Description

ComtechEFData.mib
ComtechEFData Root MIB file

ComtechEFData MIB file gives the root tree for ALL Comtech EF Data
products and consists of only the following OID:

Name: comtechEFData

Type: MODULE-IDENTITY

0ID: 1.3.6.1.4.1.6247

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).comtechEFData(6247)
Module: ComtechEFData

FW-0000418x_MCED100.mib
MCED-100 MIB file

MIB file consists of all of the OID’s for management of The MCED-100
functions

SNMP Community Strings

packets. Caution must be taken by the network administrator to ensure that SNMP

C In SNMP v1/v2c, the SNMP Community String is sent unencrypted in the SNMP

packets travel only over a secure and private network if security is a concern.

The MCED-100 uses Community Strings as a password scheme that provides authentication
before gaining access to the MCED-100 agent’s MIBs. They are used to authenticate users and
determine access privileges to the SNMP agent.

Type the SNMP Community String into the user-supplied MIB Browser or Network Node

Management software.
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The user defines two Community Strings for SNMP access:

e Read Community default = public

o  Write Community default = private

associated version of the MCED-100 M&C. Please refer to the MCED-100 FW Release

@ For proper SNMP operation, the MCED-100 MIB files must be used with the
Notes for information on the required FW/SW compatibility.

6.4

6.4.1

Web Server (HTTP) Interface

A user-supplied Web browser allows the full monitoring and control (M&C) of the MCED-100
from its Web Server Interface. The MCED-100’s embedded Web application is designed for, and
works best with, Microsoft’s Internet Explorer Version 7.0 or higher.

User Login

Type the MCED-100’s Management IP Address (shown here as http://xxx.xxx.xxx.xxx) into the
Address area of the user PC’'s Web browser:

ﬂ: Comtech EF Data :: Solutions for Satellite Bandwidth Efficiency & Link Dptimization - Windows Internet Explorer
P—

y I@ Ttk i ot . R j 24 el

oy T

The login page opens.

Enter the assigned User Name and

Fie Edt Vew Faes Tok Heo

Password — the default for both is J

comtech. Click [Log On]. (g:wmgj.mm

Comtech EF Data MCED-100

@© 2011 Comtech EF Data

Login Required

Please enter your user name and password.

User Name: [comtech

Password: [sessses

Log On

If the User Name and Password
are accepted: The MCED-100's
Web Server Interface Home (Info)
page, similar to the example shown
here, appears:

This web page interface is best viewed at 1280 x 1024 resolution

wsing 1E 7.0 or higher on a 17" or larger monitor.
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6.4.2 Web Server Interface — Operational Features

6.4.2.1 Navigation

This manual uses a naming format for all Web pages to indicate to the user the depth of
navigation needed to view the referenced page: “Top Level Tab | Primary Page Tab”.

For example: “Configuration | Interface” is interpreted to mean “first click the top-level
‘Configuration’ navigation tab; then, click the ‘Interface’ primary page tab. Where applicable,
nested tabs may exist to direct the user to more specific functionality.

Roll the cursor over the navigation tabs located at the top of each Admin Con
page, and then select from the available primary page tabs. In turn, ACCES
any nested tabs will appear for further selection. &

6.4.2.2 Virtual Front Panel

UNIT STATUS = CARRIER DETECT * CARRIER 1D
STORED EVENT CARRIER ID * C@ OMTECH o
9 TA mEIN.
ONLINE * GPSACTIVE « il P DATA
TEST MODE

The MCED-100 Web Server Interface features a read-only ‘Virtual Front Panel’ display at the top
of every page. This section emulates the MCED-100 front panel’s real-time LED operation. This
provides the Web Server Interface user with ‘heads-up’ operational status indicators that react
to any changes made to device operation.

6.4.2.3 Page Sections

Each Web page is divided into operational content sections.
Whether there is one section to a page, or there are multiple
sections, the title at the upper-left corner of each page section
provides the user with a reference to its operational features.

Firmware Configuration

This manual explains the purpose and operation for each Web page on a per-page, per-section
basis.

6.4.2.4 Execution Buttons

Configuration changes generally do not take effect until a selection has BOOL From:|Latest
been saved to Flash memory. There may be anywhere from one Submit I
execution button per page up to multiple execution buttons within a

page section. The label for each of these buttons is generally self-

explanatory, e.g., [Submit], [Clear], [Refresh], etc.

All execution buttons serve the same purpose — to save the configuration changes to Flash
memory, or to execute an update of the active page display.
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page. Any changes made on that previous page will not be saved if the execution

® Always make sure to click the execution button before selecting another Web
button for those functions Is not clicked.

6.4.2.5 Feature Selection

Drop-down menus provide access to multiple

i lections, where available for a specific Boot from.: LLatest M |
function. E— '
Move the cursor to the drop-down tab, and then left-click the tab. The drop-down will open and
list the available selections. Move the cursor to the desired choice and then left-click once again
to select that choice.

6.4.2.6 Text or Data Entry

Text boxes are provided any time an alphanumeric entry is
required for access or configuration.

User Name: [Usemal  (max length 15)
Password: [ (max length 15)
Confirm Password:
Subenit

Move the cursor to the text box, and then left-click anywhere inside the box. Then, use the
keyboard to type in the desired alphanumeric string. Press Enter when done.

6.4.3 Web Server Interface — Menu Tree

The MCED-100 Web Server Interface features five (5) navigation tabs (shown in blue):

e Home e Admin e Configuration e Status o Utility

Beyond this top-level row of navigation tabs, primary page tabs (green) direct the user to further
in-depth M&C functionality.

Click any tab to continue.

Home Admin Configuration Status Utility
Info Access Config Monitor Miscellaneous
Contact SNMP interface Alarms Reboot
Firmware
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6.4.4.1 Home Pages

Click the Info or Contact tab to continue.

6.4.4.1.1 Home | Info

From any location within the Web Server Interface, click the Home top navigation tab and/or
the nested Info tab to return back to this top-level page. Use this page to identify the product

and its current operating firmware version.

Comtech EF Data MCED-100 :: Info

UNIT STATUS * CARRIER DETECT * CARRIER ID

STORED EVENT CARRIERID ¢ Ce OMTECH TRV
ONLINE GPS ACTIVE - BEDATA S

TEST MODE

Gl imin | Configuration ] Status-] utity |
& EF DATA RN
This web page interface is best viewed at 1280 x 1024 resolution
using IE 7.0 or higher on a 17" or larger monitor.
| |

Figure 6-1. MCED-100 Home | Info page
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6.4.4.1.2 Home | Contact

Use this page to reference basic contact information needed to reach Comtech EF Data Sales
and Customer Support via phone, fax, or Web/e-mail hyperlinks.

Comtech EF Data MCED-100 :: Contact
UNIT STATUS = CARRIER DETECT * CARRIER ID
STORED EVENT CARRIERID © Ce OMTECH RN
ONLINE = GPS ACTIVE * BE DATA SRS
TEST MODE
Home
Info Contact
VIA Sales Service
] sales@comtechefdata.com techsupport@comtechefdata.com
(480) 333-2177 (480) 333-4357
=L (480) 333-2540 (480) 333-2500
For product information online, please visit our website at : www.comtechefdata.com
For technical support online, please visit website at : http://www.comtechefdata.com/support.asp
o Now available on CD-ROM:
+ Product Data Sheets
* Software Demos
« Application Notes
+ Manuals
e Contact information, and more
To request a CD-ROM, call (480) 333-2473 or email: sales@comtechefdata.com
] |

Figure 6-2. Home | Contact page
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6.4.4.2 Admin (Administration) Pages

Use these pages to set up user access, manage the firmware load preferences, and activate FAST
features.

The Admin pages are available only to users who have logged in using the
Administrator Name and Password.

Click the Access, SNMP, or Firmware tab to continue.

6.4.4.2.1  Admin | Access

Use this page to assign the user names and passwords required to access the MCED-100 Web
Server Interface.

Comtech EF Data MCED-100 :: Access
UNIT STATUS « CARRIER DETECT * CARRIER 1D
STORED EVENT CARRIER ID * Ce OMTECH TRANSITS
ONLINE GPS ACTIVE - EF DATA HWRII.
TEST MODE
Admin
User Access
User Name: |cumtevh (max length 15)
Password: | (max length 15)
Confirm Password: [
submit |
=

Figure 6-3. Admin | Access page

User Access

e Enter a User Name. The User Name can be any alphanumeric combination with a maximum
length of 15 characters. The factory default is comtech.

e Enter a Password. The Password can be any alphanumeric combination with a maximum
length of 15 characters. The factory default is comtech.

e Re-enter the new Password in the Confirm Password text box.

Click [Submit] to save these settings.
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6.4.4.2.2  Admin | SNMP

q Sect. 6.3 SNMP Interface

Use this page to set up and return administration information for the MCED-100 Simple
Network Management Protocol (SNMP) feature.

Comtech EF Data MCED-100 :: SNMP Management
UNIT STATUS * CARRIER DETECT * CARRIER ID
STORED EVENT CARRIER ID * Ce OMTECH TRANS\IS
ONLINE GPS ACTIVE * BE DATA NS
TEST MODE
QU Conrguration | status ] uuity
SNMP Configuration
SNMP Read Community (length 4-15}: public Submit
SNMP Write Community (length 4-15): |private Submit
=

Figure 6-4. Admin | SNMP page

SNMP Configuration

e Enter an SNMP Read Community string. The SNMP Read Community string can be any
combination of characters and a length of 4 to 15 characters. The factory default SNMP
Read Community string is public.

Click [Submit] to save this entry.
e Enter an SNMP Write Community string. The SNMP Write Community string can be any
combination of characters and a length of 4 to 15 characters. The factory default SNMP

Write Community string is private.

Click [Submit] to save this entry.
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6.4.4.2.3 Admin | Firmware

q Chapter 4. UPDATING FIRMWARE

Use this page to select which image (boot Slot #) is to be designated as the active running
firmware image — i.e., the version loaded for operation upon power-up or soft reboot.

Comtech EF Data MCED-100 :: Firmware Management

UNIT STATUS = CARRIER DETECT = CARRIER ID
STORED EVENT CARRIER ID = Cem TRANSMIT
ONLINE *© GPS ACTIVE * EF DATA BUNNHI.

TEST MODE

Admin Configuration W Utility
[ Acce=s | s R

[Siot # [Runningl ———Name | Version | Date | size |

1 No FW-0000418 1.1.1 8/12/11 2229210

Firmware Information
L Yes FW-0000418 1.1.2 8/12/11 2229210

Bootrom Version:1.1.2

Boot From:|glet2 =

Firmware Configuration
{ submit |

System Reboot
[ Reboot | |

L

Figure 6-5. Admin | Firmware page

Firmware Information

This read-only status section displays operating status for the firmware versions loaded into Slot
#1 and Slot #2.

Firmware Configuration

Use the Boot From: drop-down menu to select Latest, Slot 1, or Slot 2. The default selection is
Latest, in which the unit will automatically select the image that contains the most current
firmware.

Click [Submit] to execute the desired firmware boot preference.

(Note that the Slot Information section, which in the above example displays Slot #2 as the
designated active running firmware image, will not update until after the unit is rebooted.)

System Reboot

Click [Reboot] to reboot the MCED-100. It is necessary to reboot for the new selection to take
effect.
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Once the unit reboots, the user must log in once again to resume use of the Web Server
Interface. See the Utility | Reboot page (Sect.6.4.4.5.2) for complete details about the reboot
process.

6.4.4.3 Configuration Pages

Use the nested ‘Configuration’ pages to configure all unit parameters. Click the Config or
Interface tab to continue.

6.4.4.3.1  Configuration | Config

Comtech EF Data MCED-100 : Config

UNIT STATUS « CARRIER DETECT * CARRIER ID
STORED EVENT CARRIERID * ce:OMrEa_‘. TRANSMIT
ONLINE *© GPS ACTIVE * M EF DATA MW,

TEST MODE

rMeta-Carrier Info
MAC Address: 00:06:B0:01:AB:E6

User Defined Latitude: [3325435 max length 8
User Defined Longitude: [11158.28w e length 3

Meta-Carrier Manufacturer: CEFD

Carrier Operator:  [Comtech EF Data max length 16
Operator Telephone Number: [5551234567 max length 16
Custom Message: [CommunicAsia20t1 CI oy jength 26

Submit
Carrier [0 Mute: [notmuted 7]

submit |

Figure 6-6. Configuration | Config Page

Meta-Carrier Info

e MAC Address — The MAC Address is read-only and cannot be changed.

o User Defined Latitude — Use this box to enter the desired latitude, up to a maximum of
eight alphanumeric characters. This value is transmitted in the Meta-Carrier when the
internal and/or external GPS’ are not connected.

o User Defined Longitude — Use this box to enter the desired longitude, up to a maximum of
nine alphanumeric characters. This value is transmitted in the Meta-Carrier when the

internal and/or external GPS’ are not connected.

e Meta-Carrier Manufacturer — Comtech EF Data is identified here as CEFD.
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e Carrier Operator — Use this box to enter the name of the designated carrier operator, up to
a maximum of 16 alphanumeric characters.

e Operator Telephone Number — Use this box to enter the contact number for the designated
carrier operator, up to a maximum of 16 numeric characters.

e Custom Message — Use this box to create a custom message, up to a maximum of 26
alphanumeric characters.

Click [Submit] to save these settings.

e Carrier ID Mute — Use the drop-down menu to select this feature as Muted or Not Muted.
Under normal operation, this should always be set to Not Muted.

Click [Submit] to execute the desired mute operation.
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6.4.4.3.2  Configuration | Interface

Use this page to configure the RJ-45 10/100 BaseT Fast Ethernet ETHERNET MANAGEMENT

port.
Comtech EF Data MCED-100 :: Management Interface
UNIT STATUS * CARRIER DETECT CARRIER 1D
STORED EVENT CARRIER ID * Ce OMTECH TRANSMIT
ONLINE * GPS ACTIVE * EF DATA muNI.
TEST MODE
Management Interface
MAC Address: 00:06:B0:01:AB:E6
IP Address/Subnet: [192.168.1.4124
Gateway: [192168.1.1
Submit |
=i

Figure 6-7. Configuration | Interface page

Management Interface

e MAC Address — The MAC Address is read-only and cannot be changed.

e [P Address / Subnet — Use this box to enter the IP Address and Subnet Mask in CIDR format.
The valid range for the Subnet Mask is from 8 to 30.

e Gateway — Use this box to enter the IP Gateway Address.

Click [Submit] to save these settings.
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6.4.4.4 Status Pages

The Status pages provide status, event logging, and operational statistics windows.

Click the Monitor or Alarms tab to continue.

6.4.4.4.1  Status | Monitor

=
Comtech EF Data MCED-100 :: Monitor
UNIT STATUS © CARRIER DETECT * CARRIER ID
STORED EVENT GARRIER ID * Ce OMTECH TRANSME
ONLINE = GPS ACTIVE ~ REDATA S
TEST MODE
r Modulator Status
Estimated Center Frequency: 1299.9828 MHz
Estimated Symbol Rate: 3497.700 ksps
Meta-Carrier Status
[ Meta-Carrier Power Spectral Density Ratio: -22.0 dBm
rGPS Status
GPS Source: none
GPS Latitude: 3325435
GPS Longitutde: 11158.28W
-

Figure 6-8. Status | Monitor page

Modulator Status

This section provides estimates for the Center Frequency (in MHz) and Symbol Rate (in ksps).

Meta-Carrier Status

This section provides the value, in dBm, of the Meta-Carrier Power Spectral Density Ratio.

GPS Status

e GPS Source — When GPS Source = “none” the internal and external GPS are not connected,
and the latitude and longitude that was manually entered by the user is transmitted in the
Meta-Carrier.

When GPS source = “internal” the internal GPS has been connected and the latitude and

longitude provided by the internal GPS is transmitted in the Meta-Carrier.

When GPS source = “external” the external GPS has been connected to the MCED GPS
RS232 port, and the internal GPS is not active. In this case, the latitude and longitude
provided by the external GPS is transmitted in the Meta-Carrier.
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e GPS Latitude — This is the latitude that is being transmitted on the Meta-Carrier; the source
of the latitude is the active GPS source: internal, external, or none (user).

e GPS Longitude — This is the longitude that is being transmitted on the Meta-Carrier; the
source of the longitude is the active GPS source: internal, external, or none (user).

6.4.4.4.2  Status | Alarms

Use this page to view cumulative alarms and stored events information.

Comtech EF Data MCED-100 :: Alarms

ONLINE = GPS ACTIVE *
TEST MODE

UNIT STATUS = CARRIER DETECT * CARRIER ID
STORED EVENT CARRIER ID Ce OMTECH -
EF DATA MERIN.

W Configuration Status Utility

Alarms

rAlarms

power supply fault lm Change | clear
FPGA configuration fault fault clear
temperature fault fault clear
internal GPS antenna fault Wasked -] Change clear
internal GPS signal lost WMasked -] Change clear
no telemetry Wasked -] Change clear
RX LO Lock Detect Marm <] Change clear
TX LO Lock Detect Marm =] Change clear
900MHz synthesizer lock detect Alarm x| Change clear
sample clock lock detect Alarm =] Change clear
TX level fault Alarm x| Change clear
TX output fault slarm | Change clear
DSP fault Marm =] Changs clear

Refresh |
r Events
ClearEvent Table | |

L

Figure 6-9. Status | Alarms page

Alarms

Use the associated drop-down menu to define a designated alarm as Alarm, Fault or Masked,
and then click [Change] to initiate.

Note the following:
e If Alarm is selected, then the condition will cause a ‘yellow’ alarm.
e [f Fault is selected, then the condition will cause a unit fault indication.

o If Masked is selected, then no alarm will be generated.
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Click [Refresh] to save any changes and to update the reporting status for all info entries in this
section.

Events

When a fault condition occurs, it is date- and time-stamped and placed into the Stored Events
Log. This log can store up to 255 events. Similarly, when the fault condition clears, this is also
recorded.

Click [Clear Event Table] to clear the event log. Note that, if there already are faults present on
the unit at this time, they will be re-stamped, and new log entries will be generated.

Note that in accordance with European convention, the date is shown in DAY-
MONTH-YEAR format.
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6.4.4.5 Utility Pages

Click the Miscellaneous or Reboot tab to continue.

6.4.4.5.1

Utility | Miscellaneous

Use this page to access a variety of top-level system operation controls, stored unit
configurations, and test utilities.

=

Comtech EF Data MCED-100 :: Miscellaneous

UNIT STATUS * CARRIER DETECT = CARRIER ID
STORED EVENT CARRIER ID = Ce OMTECH TRANSMIT
ONLINE = GPS ACTIVE = EF DATA mmani.

TEST MODE

Miscellaneous

rMCED-100
Serial Number: 0101216283

Unit Name: MCED —

System Contact: [cdmipsuppori@comtec

System Location: [480)333-2433
Submit

Set Time(hh:mm:ss): 04634

Set Date(dd/mm/yy): fzoermt

Submit |

r Test Control
Caution: Do NOT change the values in this section
unless directed by a satellite operator !

Frequency Offset: o
Power Ratio: EZ 0 0.0 to 20.0 in .5 dBm steps
Test Mode:|Normal -
submit I

Restore to default value I

r External GPS Serial Port
Baud Rate:|2400 -~
Data Bits:[55]
Serial Parity:[ess 5|
Stop Bits:[1 ]

submit |

Figure 6-10. Utility | Miscellaneous page

MCED-100

Serial Number — the unique identifier for this specific product is provided here. Refer to this
number when contacting Comtech EF Data Customer Support for upgrade or service issues.

Unit Name - The product (e.g., MCED-100) is identified here.

System Contact / System Location — E-mail and telephone contact information for Comtech
EF Data Customer Support are provided here.

Click [Submit] to save these settings.
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Set Time (hh:mm:ss) — Use HH:MM:SS format (where HH = hour [00 to 23], MM = minutes
[00 to 59], and SS = seconds [00 to 59]) to enter a time.

Set Date (dd/mm/yy) — Use the European time format DD/MM/YY (where DD = day [01 to
31], MM = month [01 to 12], and YY = year [00 to 99]) to enter a date.

Enter the desired time and date values. Click [Submit] to save.

Test Control

should not be used unless instructed by Comtech EF Data Technical Support.

c The test controls are intended for Meta-Carrier debug operations only and

Unintended operation or interference could result if these controls are used.
Frequency Offset — Provides ability to offset the Meta-Carrier from the center frequency of
the carrier.

Power Ratio — Provides the ability to modify the power level of the Meta-Carrier.

Test Mode — The following test modes must be entered from a normal operating condition,
in which the MCED-100 is transmitting a Meta-Carrier under a carrier from an external
modulator.

Use the drop-down menu to select this operating mode as follows:

0 Normal Mode — This mode clears any test modes, and places the unit back into an
operational state.

0 Tx CW - This test mode forces transmission of a pure Meta-Carrier (unmodulated).

O Tx Alt 1/0 — Use this mode to check the carrier suppression of the external modulator.
This test mode forces transmission of a Meta-Carrier modulated with an alternating
1,0,1,0 pattern, at 224kcps. This causes two discrete spectral lines to appear, spaced at
% the symbol/chip rate, about the carrier frequency.

O PN 224ksps — This test mode generates a pseudo-random number sequence in place of
the data fields in the Meta-Carrier. This Meta-Carrier is transmitted at 224ksps.

Click [Submit] to save these settings.

To reset the parameters in this section back to their default values (i.e., normal operation), click
[restore to default value].

External GPS Serial Port

Configure the serial port dedicated for use with the optional GPS function.

Baud Rate — Use the drop-down menu to select the applicable baud rate. Values of 2400,
4800, 9600, 19200, 38400 and 57600 baud are available.
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e Data Bits — Use the drop-down menu to set the data bits as 8 or 7.
e  Serial Parity — Use the drop-down menu to set parity as Odd, Even, or None.
e  Stop bits — Use the drop-down menu to set the stop bits as 2, 1.5, or 1.

Click [Submit] to save these settings.

6.4.4.5.2 Utility | Reboot

Use this page to perform a soft reboot of the MCED-100. Note that the function of this page is
identical to the System Reboot section of the ‘Admin | Firmware’ page described earlier.

Comtech EF Data MCED-100 :: Reboot Management

UNIT STATUS = CARRIER DETECT = CARRIER ID
STORED EVENT CARRIER ID * Ce OMTECH TRANSMIT
ONLINE = GPS ACTIVE * M EF DATA BUEHHL.

TEST MODE

Admin Configuration Utility

System Reboot
’V Reboot |

_'I
Figure 6-11. Utility | Reboot page
System Reboot
Click [Reboot] to reboot the unit. A dialogue box =]

appears to prompt continuation or cancellation of

? ) It will take about 1 minute to reboot. Are pou sure you want to reboot’?
the reboot process: </

ak I Cancel |

Click [OK] to continue the reboot process, or
[Cancel] to abort the process and return to the
‘Utility | Reboot’ page.

Once the reboot process resumes, the ‘Utility | Reboot’ page is replaced with the dynamic
message “Please wait... MCED-100 is rebooting. Login will be required in XX seconds” — the
time count decrements to 0 seconds before the unit reboots. After the reboot, login is required
once again to resume use of the Web Server Interface.
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Appendix A. INTERFERENCE
IDENTIFICATION

Introduction

Without Carrier ID technology, the ability to identify carriers is a complex task even for the most
seasoned operator, technician, or engineer. The ability to identify an interference condition, in
and of itself, is simple — the carrier that is assigned to the given spectrum may either experience
marginally degraded communications (resulting in poor communications or periodic error), or it
may be rendered completely unusable (resulting in no usable communications).

The purpose of this appendix is to present a number of scenarios that address marginal, partial,
and complete interference, and to provide explanations of how Comtech EF Data’s MCED-100
Meta-Carrier Embedding Device or MCDD-100 Meta-Carrier Detecting Device (referred to
collectively as the MCxD-100), using Carrier ID technology, may be used to extract the source of
the interference.

The scenarios presented in this appendix are as follows:

Appendix ] . .
Sovittarn Title Scenario Description

A2 Scenario 1: Marginal Interference 256 !(SpS Data Carrier Interfering with a 3.5 Msps Data
Carrier

A3 Scenario 2: Marginal Interference 256 ksps Data Carrier Inte.rfenng due to Cross Polarization
with a 3.5 Msps Data Carrier

Ad Scenario 3: Partial Interference 5.0 Msps Video Carrier Interfering with a 3.5 Msps Data
Carrier

A5 Scenario 4: Complete Interference %5 Msps Data Carrier Interfering with a 256 ksps Data

arrier

A6 Scenario 5: Complete Interference Two 5.0 Msps Carriers with Identical Center Frequency and

Symbol Rate
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A.2 Scenario 1: Marginal Interference

Ref 51 dBm #Atten 0 dB

= (TP

ZBI / \
A T T— _L_‘ \ B
/ \
[ \
f \
S FC \

PSRN NSO . j— | —_—— -

Center 1.199 GHz Span 20 MHz
#Res BW 300 kHz #VBW 1 kHz Sweep 54.16 ms {401 pts)

ltem | Description

A “Interfering” 256 ksps Data Carrier
B “Desired” 3.5 Msps Data Carrier

Figure A-1. Scenario 1 (Marginal Interference)

Figure A-1 shows a marginal interference scenario where a 256 ksps Data Carrier is interfering
with a 3.5 Msps Data Carrier.

In this situation, the energy of the interfering carrier is not significant. As shown, the 256 ksps
carrier does not have enough energy to completely interfere with the 3.5 Msps carrier. In most
cases, a carrier as small as this would not be detectable, and the only discernable problem
would be where the Forward Error Correction (FEC) does not compensate for the reduction in
Es/No due to the minor interference.

When both carriers have Carrier ID technology enabled, the MCxD-100 may be instructed to
look in the spectrum below the composite envelope of the 3.5 Msps carrier to determine if
Carrier IDs are present. Optimally, only a single carrier would be present, but in such
interference conditions, multiple Carrier IDs may be found.

Once an interfering carrier is found, the uplinking station may be contacted and a request made
to disable the identified transmission service.
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A.3 Scenario 2: Marginal Interference

Ref 51 dBm #Arten 0 dB

Peak S
Log /- \
5 Y
dB/ X \

|
=
oy v = O

M1 M2
S3 FC

Center 1.199 GHz
#Res BW 300 kHz #VBW 1 kHz

Span 20 MHz
Sweep 54.16 ms (401 pts)

ltem | Description

A “Interfering” 256 ksps Data Carrier
B “Desired” 3.5 Msps Data Carrier

Figure A-2. Scenario 2 (Marginal Interference)

In the marginal interference scenario shown here in Figure A-2, the energy of the interfering
carrier is due to cross polarization and is not significant — the 256 ksps (cross polarization)
carrier, as shown, does not have enough energy to completely interfere with the 3.5 Msps
carrier. In most cases, a carrier as small as this would not be detectable, and the only

discernable problem would be where FEC does not compensate for the reduction in Es/No due
to the minor interference.

When the carriers have Carrier ID technology enabled, the MCxD-100 may be instructed to look
in the spectrum below the composite envelope of the 3.5 Msps carrier to determine if Carrier

IDs are present. Optimally, only a single carrier would be present, but in such interference
conditions, multiple Carrier IDs may be found.

Once an interfering carrier is found, the uplinking station may be contacted and a request made
to disable the identified transmission service.

In a cross polarization scenario, the energy of the cross polarization carrier may be extremely
small, and the desired 3.5 Msps data carrier may be much larger than the cross polarization
component. In this situation, the monitoring station may simply move to the cross polarization
and look directly under the interfering carrier to determine the transmission source.
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Once an interfering carrier is found, the uplinking station can be contacted and a request may
be made to either disable or re-peak the identified transmission service.

A.4 Scenario 3: Partial Interference

Ref 51 dBm #Atten 0 dB
Peak M An A
Log J/AN A
5

dB/ A f— s \l

w1 82 / \
S3 FC

L AV =
Center 1.197 GHz Span 20 MHz
#Res BW 300 kHz #YBW 1 kHz Sweep 54.16 ms (401 pts)

[tem Description
A “Interfering” 5.0 Msps DVB-2 Video Carrier
B “Desired” 3.5 Msps Data Carrier

Figure A-3. Scenario 3 (Partial Interference)

In the partial interference scenario shown here in Figure A-3, the energy of the interfering
carrier is significant. As shown here, the 5.0 Msps carrier partially interferes with the 3.5 Msps
carrier, and the resultant interference is significant enough that neither carrier results in usable
communication.

When the carriers have Carrier ID technology enabled, the MCxD-100 may be instructed to look
in the spectrum below the composite envelope to determine if Carrier IDs are present.

Once an interfering carrier is found, the uplinking station may be contacted and a request made
to disable the identified transmission service.
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A.5 Scenario 4. Complete Interference

Ref 51 dBm #Atten 0 dB
Peak D —
Log AN ek
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dB/ / \ B

M1 M2
S3 FCL
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e et —a— — o e, W) ot \3~ A et i —
Center 1.199 GHz Span 20 MHz
#Res BW 300 kHz #VBW 1 kHz Sweep 54.16 ms (401 pts)

[tem | Description
A “Desired” 256 ksps Data Carrier
B “Interfering” 3.5 Msps Data Carrier

Figure A-4. Scenario 4 (Complete Interference)

In this complete interference scenario (Figure A-4), the energy of the interfering carrier is
significant. As shown here, the 3.5 Msps carrier completely interferes with the 256 ksps carrier:
the interference is total.

When the carriers have Carrier ID technology enabled, the MCxD-100 may be instructed to look
in the spectrum below the composite envelope to determine if Carrier IDs are present.

Once an interfering carrier is found, the uplinking station may be contacted and a request made
to disable the identified transmission service.
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A.6 Scenario 5: Complete Interference

Mkrl 1.199852 GHz

Ref -19 dBm #Atten 5 dB -49.95 dBm.
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Center 1.2 GHz Span 9.836 MHz
#Res BH 3 kHz YBH 1 kHz Sweep 2.879 5 (401 pts)

[tem | Description
A “Desired” 5.0 Msps DVB-2 Video Carrier
B “Interfering” 5.0 Msps DVB-2 Video Carrier

Figure A-5. Scenario 5 (Complete Interference)

In this scenario (Figure A-5), two 5.0 Msps carriers contain an identical center frequency and
symbol rate. If the carriers have Carrier ID technology enabled, situations such as this require
special consideration because, while the MCxD-100 may be instructed to look in the spectrum
below the composite envelope of both 5.0 Msps carriers to determine if carrier IDs are present,
the Meta-Carriers may be at the same Meta-Carrier center frequency and chip rate. Therefore,
multiple approaches may need to be undertaken to obtain the Meta-Carrier information from
the interfering carrier:

e Step 1: The simplest step to take is to allow the MCxD-100 to look under the carriers. If
both carriers’ properties are approximately the same, there is a 50% probability that the
MCxD-100 will lock to the desired carrier or the interfering transmission carrier.

If the MCxD-100 locks to the desired carrier and not the interfering carrier, the user may
instruct the MCxD-100 to reacquire. This will cause the MCxD-100 to again look for the
Meta-Carrier.
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As before, 50% probability is assumed, since the MCxD-100 must achieve code phase-
lock to obtain the Carrier ID from the Meta-Carrier. Therefore, each time the MCxD-100
is instructed to reacquire, the probability remains that it will achieve code phase-lock to
the interfering carrier.

If the Meta-Carrier is obtained and the interfering carrier is identified, the uplinking
station may be contacted and a request made to disable the transmission service.

If the Meta-Carrier is not obtained, proceed to Step 2.

Step 2: Disable the Meta-Carrier on the desired carrier to allow the MCxD-100 to look
for the Meta-Carrier under the interfering carrier.

If the Meta-Carrier is obtained, the uplinking station may be contacted and a request
made to disable the transmission service.

If the Meta-Carrier is not obtained, proceed to Step 3.

Step 3: Many receiving devices may tolerate the center frequency being offset from the
transmission station if it is kept within the carrier tracking loop of the receiver. Move
the center frequency of the desired carrier up or down to allow the MCxD-100 to look

for the Meta-Carrier under the interfering carrier.

If the Meta-Carrier is obtained, the uplinking station may be contacted and a request
made to disable the transmission service.

If the Meta-Carrier is not obtained, proceed to Step 4.

Step 4: This is the most drastic step — disable the desired carrier to allow the MCxD-100
to look for the Meta-Carrier under the interfering carrier

If the Meta-Carrier is obtained, the uplinking station may be contacted and a request
made to disable the transmission service.
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METRIC CONVERSIONS

Units of Length

Unit Millimeter Centimeter Inch Foot Yard Meter Kilometer Mile
1 millimeter 1 0.1 0.0394 0.0033 0.0011 0.001 1x 106 6.214 x 1077
1 centimeter 10 1 0.3937 0.0328 0.0109 0.01 1x 107 6.214 x 106
Linch 25.4 2.54 1 0.0833 0.0278 0.0254 254x10° | 1.578x10°
1 foot 304.8 30.48 12 1 0.3333 0.3048 3.048 x 104 | 1.894 x 104
1 yard 914.4 91.44 36 3 1 0.9144 9.144x 10 | 5.682 x 104
1 meter 1000 100 39.37 3.2808 1.0936 1 0.001 6.214 x 1074
1 kilometer 1x106 1x10° 3.938 x 104 3.281 1093 1000 1 0.6214
1 mile 1.609x 106 | 1.609x105 | 6.336x 104 5280 1760 1609 1.609 1
Temperature Conversions
Temperature ° Fahrenheit ° Centigrade Formulas
Water freezes 32 0 °C=(F-32)*0.555
Water boils 212 100 *F=(Cr18)+32
Absolute zero -459.69 -273.16
Units of Weight
Unit Gram Qunce . itz Ppund . o Kilogram
Avoirdupois Troy Avoirdupois Troy
1gram 1 0.03527 0.03215 0.002205 0.002679 0.001
1 0z. avoir. 28.35 1 0.9115 0.0625 0.07595 0.02835
1 0z. troy 31.10 1.097 1 0.06857 0.08333 0.03110
1 Ib. avoir. 453.6 16.0 14.58 1 1.215 0.4536
11b. Troy 373.2 13.17 12.0 0.8229 1 0.3732
1 kilogram 1000 35.27 32.15 2.205 2.679 1
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