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1.0 INTRODUCTION

VVMS Generation 3 version 16.4 is the 34th revision of the optimized dynamic bandwidth
manager software. Comtech EF Data has continued to enhance the VMS on customer feedback
and experience gained from using this network software. The changes in the 3.16.4 release are
the result of real-world implementations and customer applications.

NOTE

VMS FW-0000010BA does not contain Management Encryption Module. Please
contact CEFD customer support for details on how to get this option.

2.0 FEATURE CHANGES

2.1 New features
Maintenance release only no new features.

3.0 SOFTWARE INSTALLATION /UPGRADE INSTRUCTIONS

Refer to VMS Users Guide:

Vipersat Management System, User’s Guide, Manual MN/22156 r16 VMS, Chapter 2 —
Installing VMS.

3.1 Installation Precautions

This release of 3.16.4 may require a onetime supporting library update if updating from 3.12.x or
older. As part of the installation process there is an option to “Install VC ++ Redistributable”
files. It is very important that this onetime machine (system) update is accomplished before
running 3.16.4. After update, any subsequent releases will not require this selection. Note during
this update the installation process will take a longer time than normal. Also, if it is unknown
that this update was already applied, it will not harm the system if reapplied.

(7 Select the type of installation | B

Installation Type >
Select the type of installation you woud lice to perform. (7))

Instal
Installs the Visual C-++Runtime Library. This is only required once per
machine, and is not uninstalled automatically.

4 If any previous versions of Heights device driver were installed, uninstall before
upgrading to new installation. If there are new additional drivers, install after VMS. Note
drivers must be installed with VOS service not running.

NOTE

ViperView n is being deprecated and replaced with ViperView2. For an
indeterminate duration ViperView will continue to be part of the install base, however
support for newer features and Ul controls, i.e. hub resiliency will not be accessible.
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4.0 PACKAGE UPDATES

This installation package v3.16.4.1526 includes the following component updates:

e VMS Core, Main Application

e ViperView2, Client Application - ?

e VMS MIB Files
Device Driver Support:

e 570/564 Parameter Editor v1.5.4 - v1.6.23 (HDLC WAN Framing only)
e 570AL/564AL Packet Processor Parameter Editor v1.4.1 - v1.5.2
e AdVvVSAT Configuration Editor v1.5.2 -v1.7.1.1

e Heights Series & HDNA Configuration Editor v2.5.x — 4.3.X

All above listed editors are integral to this version of VMS software, however as newer version
become available, they may be supported as external driver install updates. Contact PSO service
department for newer version availabilities and compatibles.

4.1 Device Product Types Supported

VMS version 3.16.4 includes support the following devices:

Device

Management

CDM-570/570L

Inband Dynamics /OOB

CDM-570AL

Inband Dynamics /OOB

CDD-564/564L/562L

Inband Dynamics

CDD-564AL/562AL

Inband Dynamics

HTO-1/HTX-450

Managed

HRX-16/64

Inband Dynamics

H8/16/32/64, H-PRO, H-PLUS, H-PICO

Inband Dynamics

CTOG-250/CDM-800

Managed

CDM-840 Inband Dynamics
CDD-880 Inband Dynamics
SENTRY3/SENTRY4 AC Power Management CDU Managed

APC Power Management PDU Managed
QUINTECH RF Matrix Switch, QRM & QX1-XTREME 32 Managed

Cisco Catalyst 3850 Managed
CDM-600/600L 0OO0B

CDM-625 00B
CDM-625A 0ooB

CDM-700 (0]0]:]

CDM-750 (e]0]=}

CDM-760 (e]0]=}

NOTE

SLM-5650, 5650A and 5650B were removed from this commercial build of VMS. Please

contact sales engineering for information on non-commercial build support.
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4.2 Version Compatibility

The following is the list of all fully compatible release versions:

MODEL BASE IP INTERFACE NOTES
Version | VERSION
NetVue 431 Supported API versions, 5.0 - 7.0.1
CDM-570/570L 1.6.19 (Ver-1) 1.6.23 (Ver- || Inband Unit Support
2)2.6.23
CDD-56x/56xL 1.6.23 Inband Unit Support
CDM-570AL 157 152 Inband Unit Support
CDD-56xAL 152 Inband Unit Support
AdvVSAT Series 14x-1711 Inband Unit Support
Heights Series 1.6.1-25x Inband Unit Support, HTO/HTX, HRX, H
Heights Series — HDNA 3.1.x-4.3.X Inband Unit Support, HTO/HTX, HRX, H
Server Tech — PDU Sentry 3 7.1b SNMP Managed Device, Redundancy Manager
Server Tech — PDU Sentry 4 8.0n SNMP Managed Device, Redundancy Manager
QUINTECH QRM 4.53 SNMP Managed Device, Redundancy Manager
QUINTECH QX1-XTREME 2.02 SNMP Managed Device, Redundancy Manager
Cisco Catalyst — 3850 16.3.x SNMP Managed Device, Redundancy Manager
CDM-600 231 CiM-25, 1.0.8 OOB Unit Support
CDM-600L 157 CiM-25, 1.0.5 OOB Unit Support
CDM-625 224 1.3.6 OOB Unit Support
CDM-625A 141 149 OOB Unit Support
CDM-760 1211 OOB Unit Support
NOTE

All older versions not listed are still supported but may not operate correctly with newer

features. For additional compatibility questions of versions not listed, contact your local support

representative.

FW-0000010BA VMS Rel. 3.16.4

Page 5 of 7



Software Release Notification

5.0 LIST OF FIXED PROBLEMS AND MODIFICATIONS
The following list of problems corrected in this release:

These corrections within this release are based on previous build versions, 3.16.3 an older.

5.1 Corrections

BWM-618:

HRX profiling is not properly being resolved in the system causing device resiliency to fail.
BWM-645:

VMS may attempt to send unsupported long-block MODCOD’s to H-PICO resulting in unwanted
behavior.

BWM-647:

Increased H-PLUS maximum supported data rate to 40Mbps or 15Msps, FW version 4.3.1 or
greater.

BWM-666:

Possible, however rare security USB KEY read may fail resulting in VOS service shutdown.
Increased reliability by adding multiple read attempts (3) before deactivation.

BWM-672:

HDNA Viperview?2 satellite spectrum view displays the symbol rate bandwidth without
compensating for Tx roll-off affecting carrier views. Corrected the spectrum to view better
represent carrier spectrum roll-off borders.

BWM-673:

Enhanced system deactivation event log to generate Synchronize/Backup event details.
BWM-681:

VOS crashes if NetVue PUT/POST an invalid text request, which is then improperly handled by
the REST server. Hardened the REST server to properly reject invalid, malformed or corrupt
entries.

BWM-682:

Viperview?2 crashes after deletion of decommissioned modem. The client was not cleaning
removed DB entries creating a mismatch between server and client synchronization.

BWM-684:

Static QOS configuration now overrides and takes precedence over dynamic QOS configuration.
BWM-697:

Reenable REST 5.0 version support and made it the default startup version.

BWM-698:

Added control to HDNA dynamics initiating a cycle pause between symbol rate short & long
MODCOD’s. This is necessary to allow the differences in block length before transitioning at the
5Msps rate preventing potential packet drops.

BWM-699:

VOS server system thread leak causing performance issues. Removed an old and not used code
module that was causing the problem.

TRAC-1718:

(A) Fix race condition between REST client creating an end-point shutting down service.

(B) Ignore REST client notification for end points that have been shut-down.
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6.0 Known Issue(s)

Accepted Functional Known Issues —

None

Note for more detailed information on issues listed above please contact your Comtech EF Data
representative.
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